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INTRODUCTION:

Transparency and privacy are laudable goals, though they can be in tension — a tension made
especially clear in the context of public institutions of higher education. Media and members of
the public frequently seek information about students under their states’ public or open records
statutes in an effort to gather information on events ranging from student conduct code
violations to NCAA investigations. Colleges and universities, meanwhile, are required by the
federal Family Educational Rights and Privacy Act (“FERPA”) to protect the privacy of all
“education records” directly related to a student and maintained by an institution.

With the proliferation of public/open records requests, colleges and universities are increasingly
accused of using FERPA as a shield to avoid releasing embarrassing or otherwise negative
information. Consequently, campus counsel and administrators must understand their
obligations under FERPA and be able to articulate those obligations to requestors who often
feel strongly about their right to access such information.

This NACUANOTE addresses some of the most common arguments universities may face
when responding to public records requests and suggests responses that may assist and inform
the requestor with respect to the institution’s FERPA obligations. Often, re-orienting the
conversation from the university’s actions to the university’s obligations under federal law can
prove helpful. University officials can remind requestors that, under FERPA, information directly
related to students cannot be disclosed without prior written consent. Such information includes
the student’s name, address, names of parents or family members, as well as personal



identifiers such as social security numbers or student numbers.[2] Still other indirect identifiers—
such as one’s “place of birth, race, ethnicity, gender, physical description, disability, activities
and accomplishments, and disciplinary actions” —can also lead to a student’s identity and,
likewise, may not be released.[3]

In addition to these categories of information that identify a particular student, the 2008
amendments to the FERPA regulations provide several considerations for determining whether
additional information in an education record must be treated as personally identifiable because
of other available information. These considerations include whether the information (1) can
indirectly identify a student by combining it with other released information; (2) can be
reasonably linked to an individual by a member of the university community with no special
knowledge; or (3) is being requested by an individual or organization that the school reasonably
believes knows the identity of the student to whom the record relates because of the requestor’'s
special knowledge, i.e. a “targeted request.”[4]

Institutions should be mindful that in addition to referencing FERPA, some state records laws
specifically exempt student records from disclosure—sometimes with even greater privacy
protections. Thus, when appropriate, campuses should take the opportunity to point to state
law, as well as federal law, to highlight their obligations to protect the privacy of students.[5]

Some examples of criticisms often heard by institutions to be covered in detail below assert that
the records are not actually covered by or protected by FERPA, that undue redactions have
been undertaken; that “privileged individuals” such as student athletes are being shielded; or
that the institution is withholding records that the subject student has a right to under FERPA.
But as always, each request requires a fact-sensitive, individualized analysis, and public
universities should consult their legal counsel as they address the questions and concerns of
the media and the public at large.

COMMON ASSERTIONS:

(1) “The records | am seeking are not ‘education records’[6] — they have nothing to do
with the student’s academics or education and are not protected by FERPA.”

This question exposes one of the most frequent misconceptions about FERPA, which is that the
only records it protects are “academic” records like transcripts, course work, or class schedules.
In fact, FERPA applies much more broadly to all records directly related to a student that are
maintained by the institution, including non-academic disciplinary records, financial aid records,
documents related to NCAA investigations, general correspondence from students, and even a
student’s employment file at the university so long as the employment is the result of the
individual's status as a student.[7] As noted by Steven McDonald, editor of The Family
Educational Rights and Privacy Act: A Legal Compendium, “[v]irtually every record that you
have anywhere on your campus and that has anything to do with an identifiable student is an
‘education record’ subject to FERPA.”[8] This has been the consistent position of the
Department of Education’s Family Policy Compliance Office (FPCO) [9], which is designated by
the US Department of Education to investigate complaints and violations under FERPA and to
provide technical assistance to educational institutions to ensure compliance with the statute
and its regulations.[10]

Regrettably, some courts have strayed from deferring to the plain language of the definition of
“education records.” In doing so, and in reaching what appears to be result-oriented decisions
by finding that disciplinary records, NCAA/compliance records, and/or student complaints about



University employees are not education records, [11] courts have created confusion rather than
clarity. Thus, rather than looking to FERPA for the narrow categories of education records that
schools are permitted to release,[12] these courts view the definition as being malleable.

Such a view taken by courts and requestors appears to be rooted, in part, in the fallacy that
FERPA applies only to:

official records, files, and data directly related to [students], including all material that is
incorporated into each student’s cumulative record folder, and intended for school use or
to be available to parties outside the school or school system, and specifically including,
but not necessarily limited to, identifying data, academic work completed, level of
achievement (grades, standardized achievement test scores), attendance data, scores
on standardized intelligence, aptitude, and psychological tests, interest inventory results,
health data, family background information, teacher or counselor ratings and
observations, and verified reports of serious or recurrent behavior patterns.[13]

Upon its initial enactment, FERPA did indeed only apply to the above laundry list of “official
records.” But weeks after taking effect, Congress replaced the limiting language with the more
inclusive term “education records,” which brought in all types of student records; such as
admissions records, financial aid records, disciplinary records, counseling records, faculty grade
books, and athletic records.[14]

Notwithstanding the confusion and lack of consistency from courts, those conducting a plain
language analysis of the statutory definition of “education records” offer campuses clear
guidance as to their obligations under FERPA when determining whether a document is an
education record.[15] A series of Ohio cases regarding student athlete disciplinary records
proves instructive here. In State ex rel. Miami Student v. Miami University[16], the Supreme
Court of Ohio found that student disciplinary records were not education records protected by
FERPA, because they did not relate to scholastic or academic performance, and thus required
disclosure of the records to the media, albeit with certain personally identifiable information
redacted.[17] But the Sixth Circuit Court of Appeals subsequently held otherwise, finding:

Under a plain language interpretation of the FERPA, student disciplinary records
are education records because they directly relate to a student and are kept by
that student’s university. Notably, Congress made no content-based judgments
with regard to its “education records” definition . . . a detailed study of the statute
and its evolution by amendment reveals that Congress intends to include student
disciplinary records within the meaning of “education records” as defined by the
FERPA. This intention is evinced by a review of the express statutory exemptions
from privacy and exceptions to the definition of “education records.”[18]

After that decision, the Ohio Supreme Court, in matter involving ESPN’s request for student-
athlete records regarding an NCAA investigation and correspondence between various
individuals inside and outside Ohio State University relating to that investigation, abandoned its
earlier narrow reasoning in Miami Student in favor of the Sixth Circuit's broader reading of
“education records”, holding that “the plain language of the statute does not restrict the term
‘education records’ to ‘academic performance, financial aid, or scholastic performance.”[19]
Rather, the term applies to all records that “contain information that is directly related to
students” and that are maintained by the University.[20] Thus, so long as the e-mails, letters,
and memos relating to the investigation of a former football coach “contain[ed] information



identifying student-athletes,” the Court concluded that the records “are directly related to the
students.”[21]

(2) “The document has the student’s name in it, but it is not ‘directly related’ to the
student. Turn it over!”

Notwithstanding the occasional case law discrepancies, all education records containing
information directly related to a student, and maintained by the institution, are protected from
disclosure.[22] But what does “directly related” mean? It is not defined in the statute nor in
FERPA's regulations. What if the student’s name appears in the document, but the document is
really focused on something or someone else?

FPCOQO's directive to schools is that if a student’s name or other “personally identifiable
information” is attached to a record maintained by a university, then that document (or at least
the portion related to the identified student) is that student’s education record.[23] Indeed,
FERPA's statutory language links the prohibition of disclosure of education records to
“personally identifiable information contained therein,”[24] leading to the logical conclusion that if
information is “personally identifiable,” it also will qualify as “directly related to a student” and
thus constitute an “education record.”[25]

In its response to comments in the final regulations, the Department of Education highlighted
that the:

use of the phrase “directly related to the individual's attendance as a student” to describe
records that do not fall under this exclusion from the definition of education records is not
inconsistent with the term “personally identifiable” as used in other parts of the
regulations and should not be confused. The term “personally identifiable information” is
used in the statute and regulations to describe the kind of information from education
records that may not be disclosed without consent. See 20 U.S.C. 1232g(b); 34 CFR
99.3, 99.30. While “personally identifiable information” maintained by an agency or
institution is generally considered an “education record” under FERPA, personally
identifiable information does not fall under this exclusion from the definition of education
records if the information is not directly related to the student's attendance as a student.
For example, personally identifiable information related solely to a student's activities as
an alumnus of an institution is excluded from the definition of education records under
this provision. We think that the term “directly related” is clear in this context and will not
be confused with “personally identifiable.”[26]

Such reasoning is best illustrated by a Florida appellate court sitting en banc when considering
whether the name of a student who sent an email complaining about an instructor’s allegedly
inappropriate conduct should be redacted prior to releasing the email.[27] The court noted that
while the instructor “may be the primary subject of the email, the e-mail also directly relates to
its student author.”[28] In particular, the “e-mail describes that student’s personal impressions of
the classroom educational atmosphere in the context of [the instructor’s] teaching and
methodology” and the treatment the student experienced as a member of the instructor’s
class.[29] Consequently, the court rejected the requesting party’s suggestion that a record
cannot “relate” directly to both a student and to a teacher. Rather, the court found, “[i]f a record
contains information directly related to a student, then it is irrelevant under the plain language in
FERPA that the record may also contain information directly related to a teacher or another
person.”[30]



Other courts, though, have suggested that conflating “directly related” with “personally
identifiable” is inappropriately broad because it would require institutions to withhold public
records based on a merely incidental relationship to students. In doing so, these courts appear
to distinguish between records that contain information “directly related to a student” and those
that are only peripherally or tangentially relate to a student.

In particular, one state court determined that “[the names of the victim in and withesses to an
alleged incident of sexual harassment by a teacher d[id] not relate closely enough with the
educational process to warrant the statutory protection of ‘educational records’ in FERPA.”[31]
In another case, a federal district court found that while the records involving allegations of
physical altercations by instructors “clearly involve[d] students as alleged victims and withesses,
the records themselves [we]re directly related to the activities and behaviors of the teachers
themselves and are therefore not governed by FERPA.”[32] Thus, there is no absolutely
predictable judicial resolution of the tensions between the terms “directly related” and
“personally identifiable.”

Yet, it is important to note that some of the decisions attempting to reconcile the meaning of
these two terms were focused on discovery fights rather than records requests.[33]
Unfortunately, rather than easily resolving the issue through the mechanism permitted under
FERPA, such as with a subpoena[34] or a litigation waiver exception,[35] courts needlessly
attempted to reinterpret the definition of “education records” by seeking some sort of carve-out
when the disputed records primarily focused on a matter or individual other than a student.

While such reasoning and interpretation runs counter to the plain language of FERPA, in taking
this approach, courts have exhibited their willingness to listen to arguments from requestors that
there should be a distinction between records that are “directly related to” a student and those
records that are merely “peripherally related” to a student. Given the willingness of courts to
accept such arguments, schools need to be more effective in explaining their positions to
requestors.

One helpful solution is for all parties involved to think of education records not as stand-alone
documents but as specific, student-related information derived from a document or other record
that may consist of the entire document or simply a select portion of the document. That is,
unquestionably, some documents that are sought under a records request address different
facets of university business, such as an investigation of a faculty member or the compliance
efforts of a university, and do not relate specifically or exclusively to a student. But if such
records include personally identifiable information related to a student, then they “are directly
related to the individual's attendance as a student,” and that information, therefore, is “not
excluded from the definition of education records under FERPA.”[36]

Put simply, it is irrelevant whether a requestor’s interest in documents may relate more to
university employees than students. If the documents themselves contain personally
identifiable information of a student, then a careful analysis under FERPA will require evaluating
whether an exception applies, or whether consent from the student would be needed to avoid
redaction or withholding. For example, the majority of an e-mail message maintained by a
university may be unconnected to a student, but if information in that message is “directly
related” to a student and identifiable, then the discrete reference to the student constitutes an
education record even though the email message as a whole might not. In this scenario, to
comply with FERPA and to be responsive to the requestor, university personnel should remove
any personally identifiable information related to the student and release the remaining portion
of the document. Courts have upheld this approach[37] and FPCO likely would as well.[38]



(3) “Thanks for the records, but you appear to be wedded to your black marker. Why
so many redactions?”

It is common to hear from requestors that universities are “hiding information” or disregarding
the intent of public records laws by redacting too aggressively. A variety of restrictions under
FERPA may contribute to redactions, and it may be constructive to articulate some of the
common bases for redaction.

In the simplest case, if an individual asks for the disciplinary report for a named student, the
institution may not release a redacted copy of the report because the requestor knows the
identity of the student who is the subject of the report. This is a common example of a targeted
request.

Furthermore, universities also may not disclose “[0]ther information that, alone or in
combination, is linked or linkable to a specific student that would allow a reasonable person in
the school community, who does not have personal knowledge of the relevant circumstances, to
identify the student with reasonable certainty.”[39] For example, a requestor in Pennsylvania
sought all de-identified records or reports of academic honor code violations maintained by the
school district. Relying on affidavits of school officials, the Pennsylvania court concluded that
the reports, even in de-identified form, contained elements that could potentially identify the
students involved in the infractions.[40] Consequently, the reports were not released.[41]

Moreover, the presence of information about other students embedded in a record focusing on
the actions of the student at issue in the request may require redaction of large sections of a
document. FPCO spoke to the concern about excessive redaction of education records in its
2008 amendments, noting that:

[W]hile we have attempted to provide a balanced standard for the release of de-
identified data for school accountability and other purposes, FERPA is a privacy
statute, and no party has a right under FERPA to obtain information from
education records except parents and eligible students. The fact that information
is a matter of general public interest does not give an educational agency or
institution permission to release the same or related information from education
records without consent . . . . We believe that the regulatory standard for de-
identifying information from education records establishes an appropriate
balance that facilitates the release of appropriate information for school
accountability and educational research purposes while preserving the statutory
privacy protections in FERPA.[42]

Note, however, that so long as (1) the request is not targeted towards a particular student, or (2)
other publicly available information combined with the redacted portion of the document would
not lead to the identification of the student, the release of the properly redacted record would not
violate FERPA and therefore would be subject to release under a public or open records
request.[43]

(4) “You're giving these records special treatment just because they relate to an
athlete/ a student government leader/a highly publicized event, and it would make
the university look bad!”



As noted by the lowa Supreme Court, “[Clommentators have criticized FERPA for permitting
institutions to behave inconsistently—revealing student information when it puts the university in
a good light and withholding it when it does not.”[44] In reality, the decision to release or
withhold certain records depends not on the potential effect on the institution but on the effect
upon the student(s) involved. And, simply put, the analysis should be the same for each and
every student enrolled at the institution. But because of the high profile nature of certain
students or events on campus, “personally identifiable” information can mean something very
different for each individual student.

The tension these circumstances can create is demonstrated best in a decision involving a
request for records related to a high profile sexual assault by two football players at the
University of lowa. The University argued that, given the notoriety of the case, “no amount of
redaction of personal information would prevent the newspaper from knowing the identity of
various persons referenced in records relating to that incident.”[45] The party requesting the
records responded by noting the University's “peculiar argument that FERPA applies on a
sliding scale, saving its most vigorous application to records concerning crimes and alleged
crimes that are the most notorious.” Despite this retort, the court found in favor of the
University, concluding that the preservation of student privacy remains the overarching goal of
FERPA and, as such, “an entire record can be withheld where redaction would not be enough to
protect the identity of a student.”[46]

Universities should therefore use these opportunities to educate requestors regarding the
obligations that institutions have to preserve student privacy and explain that they must be
consistent in their application of the law, regardless of whether the student is a basketball
player, a teaching assistant, or a working parent taking a single course during the fall semester.

(5) “The document I'm seeking is a simple email or kept by an adjunct professor or
coach—it’s not ‘maintained’ by the institution, so it's not protected by FERPA.”

Like “directly related,” FERPA'’s regulations do not define what it means for records to be
“maintained by” an institution. The US Supreme Court in Owasso Independent School District
v. Falvo[47] mused whether the word “maintain” implies that FERPA records are records “kept
by a single central custodian, such as a registrar.”[48] The Court suggested, without deciding or
giving specific guidance to schools, that FERPA-protected records are those documents that
are “kept in a filing cabinet in a records room at the school or on a permanent secure
database,”[49] rather than documents that are kept or used for just a short period of time.

The Owasso language is dicta and therefore not controlling. Nevertheless, the language has
been frequently quoted and relied upon by lower courts when arguments are advanced by
requestors seeking the release of certain records. In particular, a few courts have used Owasso
to hold that education records are only those institutional records that are deliberately preserved
in the ordinary course of university business and maintained by a central custodian; not records
that have a fleeting or transient nature, such as general or routine correspondence or student e-
mails housed on an institutional network for the convenience, not of the school, but of the
student.[50]

For example, an Arizona newspaper sought emails from a community college regarding a
former student charged with several highly publicized homicides.[51] The college denied the
request, citing FERPA, but the Arizona Supreme Court held that FERPA did not protect these
emails, as they had not been “maintained” by the college — the “documents were not saved in a
central location on a permanent database.”[52] Rather, they were stored in “individual inboxes



or other locations,” and not “kept by a central custodian.”[53] Similarly, a California trial court
opined that:

[e]lmails, like assignments passed through the hands of students, have a
fleeting nature. An email may be sent, received, read, and deleted within
moments. As such, Student’s assertion that all emails that identify Student,
whether in individual inboxes or the retrievable electronic database, are
maintained in the same way the registrar maintains a student’s folder in a
permanent file, is fanciful.[54]

At the same time, these cases should not (and cannot) be misread to mean that education
records only receive FERPA protection if they are maintained by a registrar or single central
custodian. As noted earlier,[55] such a position by both courts and requestors is likely, due in
part, to the misunderstanding that FERPA applies only to certain types of “academic records”
housed in a central or single location of the institution, rather than the vast array of student
records, including disciplinary, counseling, housing, and athletics records, which are maintained
throughout the institution.[56]

Indeed, the Court in Owasso recognized that other individuals “acting for” the school—including
teachers, administrators, and other school employees—can “maintain” documents for the
institution under FERPA.[57] By way of example, an Indiana court determined that university
trustees, who collected materials related to a student investigation, “were clearly acting for the
university in maintaining these materials.”[58] As such, those records were maintained by the
university and subject to FERPA.

Put simply, there is no clear line as to what records will be considered “maintained” by a
university and protected by FERPA. Education records are created, stored, and maintained by
countless custodians in countless locations across campus, and the increase in online storage
makes it possible to save just about every kind of record in perpetuity. Thus, it is helpful to look
at the issue as a sliding scale. If the records are fleeting in nature like notes or tally sheets[59],
or merely stored on an institution’s server (as might be the case with students’ personal email
messages) with no intent to be used by the institution, there is a stronger argument that the
records are not “maintained” by the institution and hence do not enjoy FERPA protections.[60]
However, if the records are purposefully or consciously maintained by the university in the
ordinary course of business, or fall within a document identified in an institution’s record
retention policy, they are more likely to be considered “maintained” and consequently viewed as
an “education record and thereby protected.”[61]

(6) OK fine, I'm a student and | want every single piece of paper that relates to me.

It is important to remember that FERPA is not just a privacy law; it also requires that colleges
and universities permit students to inspect, review, and challenge the content of their education
records.[62] So how should an institution proceed if it is faced with a broad request for “all
records” pertaining to a particular student?[63]

In a letter to a parent regarding this issue, the FPCO noted that while

a school district would be required to conduct a reasonable search for education
records, it is the responsibility of the parent to clearly specify the records to which
he or she is seeking access. If a parent makes a “blanket” request for a large
portion of his or her child’s education records and the parent believes that he or



she was not provided certain records which were encompassed by that request,
the parent should submit a follow-up request clarifying the additional records he
or she believes exist.[64]

While this matter arose in the K-12 context, the same reasoning would apply to a college or
university student requesting his or her own education records.

As a practical matter, should a university receive an especially broad request, institutions may
want to first direct the student to the registrar’s office (or another similar office maintaining the
student’s academic file) and also to the academic department where the student is majoring.
From there, the institution can ask the student to be more specific with the request (e.g., request
specific documents related to student disciplinary files or residence hall applications), and
inform the student that the university will make reasonable efforts to gather such records.

Additionally, schools should consider updating their respective records policies to include
language that denotes the proper university official to whom requests should be addressed. For
example, Princeton University’s policy provides that education records are located primarily in
various academic offices and “if the records are not maintained by the University official to
whom the request was submitted, that official shall advise the student of the correct official to
whom the request should be addressed.”[65] And Purdue University specifically identifies in its
student records policy the records custodian and location for each class of records that might be
requested by a student.[66]

Outside of attempting to limit the request and directing the student to the appropriate office,
institutions should be mindful that a student’s request to inspect records is an obligation under
FERPA and generally falls outside of the public records law. That is, a student is not making a
request for a copy of a public record but seeking access to his or her education record. While
campus officials will need to ensure that their respective state law or attorney general does not
view this assertion as a distinction without a difference, it does provide potential avenues for
schools to consider and/or present to the student-requestor. In particular, under FERPA a
student has the right to inspect and review his or her records but not copies of such records
unless obtaining copies is the only way one can exercise his or her inspection rights.[67] And
unlike most state public records laws where public entities cannot charge for an employee’s
time, FERPA has no such prohibition. Charging students a reasonable fee to review their own
records may be antithetical to the mission of the university and may cause some criticism, but it
nevertheless may be a course of action to consider should a request be so burdensome due to
excessive redactions or data extraction.

Of course, institutions need to be attentive that they do not dispose of relevant records once a
request is received and pending. Yet FERPA does not specifically require that student records
be kept for a specific or indefinite period of time,[68] nor does it require that students be notified
when their records are disposed of or destroyed. However, any such disposal of student
records must be in accordance with the institution’s records retention policy. And when
responding to blanket requests for one’s education records, institutions should also turn to the
guidance provided by FPCO, which is that FERPA does not require the creation of records,
such as a progress report, or interim information that does not exist at the time of the
request.[69]



CONCLUSION:

As demonstrated in this NACUANOTE, FERPA and state open and public records laws place
important yet often conflicting obligations on public colleges and universities. As long as these
seemingly diametrically opposed obligations exist, members of the media and others seeking
student records will continue to challenge institutional decisions to withhold certain protected
information. The best way to address these challenges is to ensure that requestors are aware
of the institution’s obligations under federal law and appropriate state law, and that the
institution is clear and consistent in its application of the law. With that advice in mind, the
institution can comply with federal law while maintaining the confidence and trust of students,
parents, employees, alumni, and the public at large.
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