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1. Proposal Summary

This proposal is for a multi-disciplinary bachelor science in
Information Security and Intelligence. The minor and certificate options in
Homeland Security - Digital Forensics have proven popular. There is a
significant job market for individuals trained in security, cyber forensics
and intelligence. This proposal addresses this need.

There are currently 7639 jobs in the federal government
(usajobs.opm.gov - 11/13/06), over 700 Michigan job listings on
Monster.com, and over 1000 Monster.com listings for positions in Chicago
(11/13/06). The accounting and insurance industries have strong demand
for students with the skills provided in this proposal. The FBI requires
applicants for Special Agent positions to qualify in one of the following five
areas: accounting, computer science/information technology, language,
law or diversified. (fbijobs.gov/111 .asp) Students in this program,
especially with a carefully chosen emphasis area or minor, would
potentially qualify in multiple areas. Several employment outlooks indicate
that security will continue to have one of the strongest employment growth
outlooks of all career options.

Several sources were consulted in determining the composition of
this degree including people in the Department of Homeland Security,
National Intelligence, FBI, Defense Department, law enforcement, defense,
a European security firm, education, health care, insurance and business.
Additionally, several publications were researched.

The Colleges of Technology, Arts & Science, Education & Human
Services, Business and Professional & Technical Studies were all
consulted in development of this degree. Strong support was received
from all colleges. The administration of the College of Education and
Human Services cited very constrained resources due to heavy criminal
justice enrollment. The resulting degree proposal is titled Information
Security & Intelligence that focuses on information, technology and
associated security, as well as business and culture.

This proposal was reviewed with each of the consulting
organizations on multiple occasions and each indicated that this proposal
should proceed because they see a dramatic need not being filled by
programs currently offered at colleges and universities. Multiple contact
points within the Department of Homeland Security and National
Intelligence thanked Ferris for moving into this area because few people
understand the linkage between terrorist threats, corporations, fraud,
insurance and information and security.

The College of Business has been running undergraduate courses in
information processing since 1963, and graduate and undergraduate
courses and certificates in information security for several years. It has
been offering a degree in accounting for decades, with recent activity in



fraud and forensic accounting. Additionally, the recent courses in data
mining fit very well with this focus on Information Security and Intelligence.

This degree will have a larger than average reliance on distance
technology. Approximately 25% of the courses tentatively will be offered
as Internet or Hybrid delivery.

There is currently no accreditation at the program level. Various
instructor certifications in specialty areas have been obtained and more
will be sought as a way to distinguish this program from future
competitors.

No similar programs exist in Michigan. Michigan State has a
certificate in Homeland Security. Eastern Michigan University has a Center
for Regional and National Security. Neither of these options
comprehensively address corporate needs. A similar program to this
offering exists at Park Point University, and new programs are being
developed at East Texas State, Texas A&M,{‘»Univeristy\/ of Colorado and
Purdue. e

Target date for launch is Fall 2007 at FSU/GR. The program will be
based FSU/GR based because they are able to provide that appropriate
physical resources and reside in a location that provides multiple
opportunities for this program. Budget and marketing resources have been
identified. Over $1.2 million in gifts in kind have been received and several
academic alliances have been formed to support this initiative.

2. Summary of All Course Action Required*

a. Newly Created Courses to FSU:

Prefix Number Title

ISIN 200 All Things Digital

ISIN 330 Org. Crime, Gang and Terrorist Organizations
ISIN 350 Organizational Planning and Security Measures
ISIN 429 Legal & Ethical Issues

ISIN 220 Visual Analysis

ISIN 301 Data and Intelligence Investigative Issues

b. Courses to be Deleted From FSU Catalog:
Prefix Number Title

c. Existing Course(s) to be Modified:
Prefix Number Title



d. Addition of existing FSU courses to the program

Prefix

Core:
STQM
STQM
STQM
ACCT
ISYS
ISYS
HSCJ
HSCJ
HSCJ
PREL
HIST
SURE
ISYS
ISYS
RELG
ENGL
ENGL

ENGL
COMM

COMM

CcoMM

Number Title

200
260
360
201
200
411
202
210
317
240
257
325
491
497
326
150
211

250
105

121

201

Emphasis Areas:

HSCJ
ISYS
ISYS
ISYS
STQM
STQM
SURE
SURE

315
37
325
277
342
380
282
382

Introduction to Data Mining
Introduction to Statistics

Risk Analysis and Strategy
Principles of Accounting
Database Design & Implementation
Project Management

Principles of Information Security
Computer Forensics

Fraud

Public Relations

Terrorism in the Modern World
Principles of Geographic Information Systems
Internship

Special Studies in ISYS

Western Religions

English 1

Industrial and Career Writing

or

English 2

Interpersonal Communication

Or

Fundamentals of Public Speaking
Or

Public Presentation Practice

Advanced Computer Forensics

Advanced Database Design and Implementation
Networking Essentials

Linux Network Administration

Data Mining Tools

Data Mining Processes

Geographic Information Systems 1

Geographic Information Systems 2
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Information Security and Intelligence End of Program

Outcomes and Assessment Plan

Information Security and Intelligence End of Program Outcomes

The overall objective of the Information Security and Intelligence Program (ISI)is to
prepare graduates for entry-level employment in a variety of corporate and governmental

settings.

Students who complete the ISI program will possess the ability to:

Core Courses

Electives

Identify cultural and religious practices and explain how they may impact how
a person or organization may operate.

Demonstrate basic competence in at least one foreign language.

Work as a member of an information security and/or intelligence team and
effectively integrate theories and practice in an ISI environment.

Theorize ways digital devices could be used for security and criminal activity
and collect and process digital information in support of an investigation or
hypothesis.

Develop skills for evaluating organizational structure, environment, and
planning strategies for security risk and analyze the effectiveness of a security
plan against the methods used by organized crime, gangs and terrorist
organizations.

Design, construct and maintain databases in a format consistent with data
mining. Analyze these structures in a temporal manner and present findings
using a variety of methods including visual analysis tools and techniques.
Recognize the potential for multiple explanations for events and information
and be able to analyze and describe the accuracy of the information.

Utilize digital forensic tools and encryption technology to reconstruct
information and recover lost or deleted files in a variety of digital platforms
and settings using appropriate methodologies.

Set up computer networks and peripheral devices, install and maintain
software; demonstrate how to handle, transport, utilize and safeguard digital
devices and information.

Demonstrate knowledge of concepts and methodologies in information
security and the Information Security Lifecycle (Protection) including
information security administration, Security+ and CISSP.

Demonstrate knowledge of concepts and methodologies of incidence
response, cyber forensics (acquisition, preservation, analysis, and presentation
of evidence) and the information security lifecycle including cyber laws,
cyber crimes, incidence response, pre-incident preparation, detection,
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notification, initial response, strategic decisions, response, recovery, and
reporting. [Digital Forensics Concentration]

- Demonstrate knowledge of business intelligence and GIS data and the
evaluation of analytical data used in strategic decision making including
knowledge discovery, tracking, managing and understanding organized data.
Students will construct GIS and data mining environments using appropriate
tools, techniques, decision support systems, and emerging trends. [GIS and
Data Mining Concentration)

- Demonstrate an understanding of the components and challenges, and
application of security initiatives. Components include project definition,
team structure and communication, and project monitoring and evaluation.
[National Security Concentration]

Information Security and Intelligence Assessment Plan

Direct Measures

1) Portfolio review: All students will compile a portfolio of projects,
accomplishments, tools and techniques.

2) Capstone: Students are required to complete a capstone as part of the degree
(ISYS 497).

3) A portion of the courses in the ISIN program will have pre and post testing.

4) The capstone and internship provide opportunities to assess competence using
writing samples.

5) Aninternship (ISYS 491) is required as part of the degree.

All direct measures will be evaluated in outcome fashion as high, medium, low or not
assessed. The an example record that will be kept on file in the program office:.

Portfolio Capstone Pre/Post Writing Internship
Outcomes | Outcomes Testing Samples Outcomes
Student 1 high/med/low | high/med/low high/med/low high/med/low high/med/low
/not assessed /not assessed /not assessed /not assessed /not assessed
Student 2 high/med/low | high/med/low high/med/low high/med/low high/med/low
/not assessed /not assessed /not assessed /not assessed /not assessed
Student 3 high/med/low | high/med/low high/med/low high/med/low high/med/low
/not assessed /not assessed /not assessed /not assessed /not assessed
Student 4 high/med/low | high/med/low high/med/low high/med/low high/med/low
/not assessed /not assessed /not assessed /not assessed /not assessed

An additional measure that will be tracked and possibly added to this is the student
success rate on various external examinations. An example would be Comptia Security+.

33



Indirect Measures

Indirect measures that will be tracked include:

2/20/2007

Measure

Data source/location

Student grades/GPA

Banner (Oracle)

SAI

Program/Dean’s office

Faculty recognitions, certifications,
publications, presentations, professional
development, grants/gifts in kind, and
service.

Vita’s, Sedona

Faculty-student ratios

Banner (Oracle)

Program Measures

An advisory board will convene yearly to review program direction. This board will
consist of information security and intelligence professionals, as well as other individuals

that can make a contribution.

As a Ferris degree program, the academic review process will also provide opportunity

for program evaluation.



Ferris State University - College of Business/FSU Grand Rapids
INFORMATION ”SECURITY AND INTELLIGENCE

3 |

. s " . \« ” , s 7 T

ids 10D Y AND

| ks Lt NG e SN N RN N K BN S

STQM 200 _[Introduction to Data Mining (MATH 115 or 116 )
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STQM 260 _[Introduction to Statistics - (MATH 115, 116 or 117 or 24 ACT or 560 SAT)
STQM 360 |Risk Analysis and Strategy

ACCT 201 _ [Principles of Accounting (MATH 110 with grade of C- or better, ACT 19, SAT 460)
ISYS 200 |Database Design & Implementation (ISYS 105 or demonstrated competence)
ISYS 411 |Project Management

ISIN 200 |All Things Digital

HSCJ 202 |Principles of Information Security

HSCJ 210 |Computer Forensics

HSCJ 317 |Fraud

ISIN 330 |[Organized Crime, Gang and Terrorist Organizations

ISIN 429 |Legal & Ethical Issues

PREL 240 |Public Refations (ENGL 150)

HIST 257 [Terrorism in the Modern World (ENGL 250)

SURE 325 |Principles of Geographic Information Systems

ISIN 220 |Visual Analysis

ISIN 301 _|Data and Intelligence Competitive Theory (ISIN 220, ISYS 200)
ISYS 491 |Internship

ISYS 497 |Special Studies in ISYS (Capstone)
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HSCJ 315 |Advanced Computer Forensics (HSCJ 210) 3
ISYS 371 _|Advanded Database Design & Implementation (ISYS 200 and programming language) 3
3

3

1ISYS 325 |Networking Essentials (ISYS 105 or demonstrated competence)
ISYS 277 |Linux Network Administration (ISYSV 105 or demonstrated competence)
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ISIN 350 _|Organizational Planning and Security Measures (HSCJ 202)

Directed elective in security 3
2nd year competence in a foreign language

. INTELIIGENCE: GIS AND DATA MINING GONGENTRATION -1:

STQM 342 |Data Mining Tools (STQM 200)

STQM 380 |Data Mining Processes (STQM 342)

SURE 282 |Geographic Information Systems 1

SURE 382 |Geographic Information Systems 2 (SURE 282)
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NOTE: A 2.00 cumulative GPA is required in the major, concentration and overall
for completion of the Homeland and Corporate Security program.

Effective Fall 2007
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